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“If I have seen further 
than others, it is by 
standing on the 
shoulders of Giants.“ 
– Isaak Newton



Your App vs Dependencies
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DevOps Tools - the
New Kids On the Block

Ansible
Terraform
Docker
Helm
…



One Solution: Continuous Updates

RenovateDependaBot
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Open Source Health
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https://snyk.io/advisor/
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Supply Chain Security
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SolarWinds



Supply 
Chain 
Security

SLSA - slsa.dev
Supply-chain Levels for Software 
Artifacts

Sigstore - www.sigstore.dev
Sign and verify signatures

CycloneDX - cyclonedx.org
Software Bill of Materials 
(SBOM) Standard

https://slsa.dev/
https://www.sigstore.dev/
https://cyclonedx.org/


Summary

Scan dependencies for known vulnerabilities

Automate dependency updates

Monitor the product/project health of your 
dependencies

Check fingerprints of your dependencies 

Invest in reproduceable builds



Sources
• Snyk: The State of Open Source Security 2020

https://snyk.io/open-source-security/

• Whitesource: The State of Open Source Security Vulnerabilites 2021
https://www.whitesourcesoftware.com/wp-content/media/2021/04/the-state-of-open-source-vulnerabilities-2021.pdf

• The 2020 State of the Octoverse
https://octoverse.github.com/static/github-octoverse-2020-security-report.pdf#page=10

• Mike McGarr (Netflix): Dependency Hell, Monorepos and beyond
https://www.youtube.com/watch?v=VNqmHJtItCs

• NPM Graph
https://npm.broofa.com/

• Microsoft: Analyzing Solorigate, the compromised DLL file that started a sophisticated
cyberattack, and how Microsoft Defender helps protect customers
https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-that-started-a-sophisticated-
cyberattack-and-how-microsoft-defender-helps-protect/

• Best practices for a secure software supply chain (Microsoft Docs)
https://docs.microsoft.com/en-us/nuget/concepts/security-best-practices

• Secure Developer Podcast: The CodeCov Breach
https://www.devseccon.com/ep-102-the-codecov-breach/

https://snyk.io/open-source-security/
https://www.whitesourcesoftware.com/wp-content/media/2021/04/the-state-of-open-source-vulnerabilities-2021.pdf
https://octoverse.github.com/static/github-octoverse-2020-security-report.pdf
https://www.youtube.com/watch?v=VNqmHJtItCs
https://npm.broofa.com/
https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/
https://docs.microsoft.com/en-us/nuget/concepts/security-best-practices
https://www.devseccon.com/ep-102-the-codecov-breach/

