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An overview of Deutsche Borse Group
Our key principles are trust, integrity and efficiency

Integrity
1 Pre-IPO and listing
2 Trading
3 Clearing
4 Settlement .. =  Builds and operates efficient, stable networks and platforms for
5 Custody Efficient financial markets

Provides integrated and multi-asset solutions
Develops strong and sustainable relationships
Delivers resilient, state-of-the-art financial systems
Promotes innovation, digitalisation and technology

6 Collateral and liquidity management

7 Market data
8 Indices
9 Technology

Deutsche Borse Group operates trading venues, risk management, settlement systems and various market data services as
well as technology and network services, which enable efficient and transparent pricing, guarantee of liquidity, reduction of
contagion risks and thus the efficient use of capital.
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An overview of Deutsche Borse Group
Financial services infrastructure with comprehensive product range

Deutsche Borse Group

Pre-IPO

= Networking platform for
start-ups and investors

= Growth financing
services

= Listing services

- J

Trading

Cash market

= Connectivity to
international trading
participants

= Open electronic order
books

= Trading in shares,
ETFs, ETPs, warrants,
funds, bonds

-

Derivatives market

= Connectivity to
international trading
participants

= Open electronic order
books

= Trading in derivatives
(equity, equity-index
and interest-rate

derivatives) )

Clearing

= Verification of trade-
related information

= Central counter-party
for on- and off-
exchange transactions
(cash and derivatives
markets)

= Risk management

-

J

Settlement
and custody

Services for the
issuance of new
securities

Delivery vs payment

Safekeeping of
securities

Corporate actions

Tax services

Collateral and liquidity
management

= Global securities
financing

= Collateral
management

= Investment fund
services (order
routing)

-

J

Market data and technology-based services

Data feeds, market data, reference data, reporting services, indices, external IT services, trading infrastructure

Information technology

Internal IT services, software development, connectivity services
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What is DevOps for Clearing and Risk IT and Xetra Eurex Operations ?
Who we are:

LT
SN
Clearing and Risk IT Architects Office for Product Clearing A2 I

Clearing IT Application Development + Configuration Management
Xetra Eurex Operations (XEOPs) Technical Operations

What we want to do:
Adopt and Integrate Market Demands faster in Clearing projects
Phase out Legacy Systems
Keep up with Security Patch Cycles
Automate “everything” and prevent high privileged (interactive) system access

Why:
Reduce time to market in order to be more competitive
Reduce the cycle time from idea to working implementation
Reduce the cycle time to fix defects and vulnerabilities faster
Achieve full compliance and robustness
More customer feedback + (re-)act faster, give fast feedback to the market
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Challenges - “Agile development 2.0"

v' Reduce complexity for Ops and Dev
v ensure quality baselines and respect responsibilities (SoD) @\
v ensure fulfillment of requirements and constraints t

v" Full Regulatory Compliance, e.g. BalT/MA-Risk/KRITIS

v' Adopt Information Security “Mandatory Control Framework” aligned with 1ISO
2700x

»> state-of-the-art IT-Security “CIA-A” (incl. vulnerability checks & handling)

» adopt new technology stacks faster

> provide monitoring and tracing for 1st, 2nd and 37 support

> adherence to DBG Technology Strategy: “cloud push” w

e
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What Agile DevOps has to respect

= Compliance with regulatory standards and policies

Information Security Mandatory Control Framework
= Architecture and Planning

= Feature scope + quality + cost + delivery timelines =
,Magic Square of Hell”
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Mandatory Control Framework based on ISO 27000/27001

ISO
Domain

Initiative

Description

Deutsche Boérse Group

IOCP IS-Baseline

7

A10

Al12

Al13

Al17

A18

Control deployed

Asset & licence management (CMS, uCMDB, SNOW)

Privileged Access Management (CyberArk setup)

DBG controlled secrets management (CyberArk Vault)

Secure key management

Data at rest encryption (BYOK disk, database, storage)
Data in flight encryption (VPN)

Hardened baseline images

Alerting & Monitoring (ArcSight, Splunk and Slack)

Vulnerability scanning

Web Application Firewall (WAF)

Network Segregation & Setup?

Business Continuity Management

Compliance checking (AquaSec)

Compliance checking (AquaSec)

Openshift Cluster Inventory (API)
Map Openshift platform RBAC Model to DBG Standard

Deploy CyberArk on Bastion Host. Workloads (pods) are sealed.

Adopt Conjure Vault with optional CyberARK integration

Extend Openshift Default solution to DBG statndard

Persistent Datastore layer for Master State etc.

Openshift default (Intern). DBG PKI for external interfaces.

Pre-selected and pre-tested RHEL Enterprise Linux Images from Red Hat.
Collect OCP fluentd logs, develop use-cases and establish monitoring
Aquasec/Rapid7. Integrate into technology stack lifecycle

F5 Big IP WAF module for perimeter security

Configure SDN namespaces of Openshift for multi-tenacy for projects + services

Redundancy in Control Plane. Pod Restart policy. Load Balancing with multi sides.

Datastore layer will be encrypted by one of the available encryption providers
(aescbc, secretbox, and aesgem) + TLS 1.2 + Redundancy.

Life Cycle Management in CD chain

Control not in place — custom IS-Basline implementation
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Updated Software Development Life Cycle

Repeatable and Fast with Job Control Automation + Container Technology

e Quality: Code QA, Unit Tests

e Compliance: Software Library dependencies, Open
Source Software (OSS inventory)

e Secure: Source Code Scans, Baselines, Libraries
Continuous ® Transparency: Central Repositories
Integration

* Deploy Anywhere: Technology stack based on
Containers into cloud or own datacenter

* Orchestration + Control: Application Lifecycle, Asset
Management
C D e Secure: Patch compliance, Secret Store usage
e Efficient: Automated Tests and Quality Gateways
* Monitoring: Central Logging/Tracing + Access Control

Continuous
Deployment
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DevOps - Current Automation Software Build Tool Chain ‘#
Continuous Integration (Cl) + Deployment (CD) @ ‘

@ done '

» our DevOps toolchain covers
mainly the software build
process

Code

@ focus

» infrastructure provisioning
+ deployment automation
* security test integration:

O IS baseline checks Rradle

Q Vulnerability checks -
O WAF rule test Test G
QO SIEM feedback @
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m
Evolve Security Approach with Containers for the Enterprise n

Static security policies & checklists no longer suffice and don’t scale for
containers in the enterprise.

» Security must be considered at every stage of your application and
infrastructure lifecycle.

» Security must become a continuous activity.

[o=0
x Development o ;-: @Q\o

N—
Requirement Secure Coding Standards
, ) Secure Design Patterns and
. Secure Coding
Design Practices
Security Requirements / ’

Testing

Maintenance
Security Patch Updates

Secure Code Review
Vulnerability Assessment

Secure Coding
Standards

Threat Modeling

Security
Architecture

W
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Continuous Integration Process for Clearing IT
Overall “Waterfall” approach with embedded “Sprint” interations for Build & Test

PM / PO
. Release plan
" Customer Steering < P PM / PO / AO / Teams
g [nput Committee Milestones, Financials ‘
@ Priorities _ Features in
@ /‘% Software
: Product Teams
. g Backlog (Epics)
= = Test-Report
T PM /PO / AO [ Teams . (Sonar, Jenkins,
—— )

EPIC Break down Teams

User & System

Development manuals
Sprint Planning
i
cﬁg =3 - -
28 [ 2 week iteration Done Tracking
UE o i
3@ g Figures
* = Estimates Backlog (US)
': Customer
% Feedback
. Teams
Production e =
or Tests > b 2
LD: “ Retrospective
Bug
Q Backlog
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Automated Fabric - Container Build Process ¥
Continuous Development and Deployment (CI/CD) “
TEST
DEVELOP BUILD PACKAGE AUTOMATION

A
§§ g

RULES

DEPLOY-——-PRODUCTION

Clearing IT
Public
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Example - Clearing IT Vulnerability Handling

Information Security Issue Workflows with JIRA

Claim exception

Claim False Positive !Tfim Fixed ‘

I-‘ eurex clearing

Deutsche Borse Group 1 3

m

Clearing IT AO Dashboard

Status QUALIFY  (View Workflow)
Resolution Unresolved
Security Level. Confidential

1Assigned to Admin

Item Fixed

False Positive

! Assigned to Admin
.

l Claim False Positive

Confirmed False Positive

Public
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Pie Chart: buscale-high
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roject
Total Issues: 273

Symantec CCS 218
Pentest 27
Rapid7 Nexpose 25
HP Fortify 2
B CErT 1
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Target Picture —Service Routing and Service Layers

@ Build and Image with Docker files

OPENSHIFT

> Create a CRIO Container by taking a
. . Dockerfile as parameter

Source to Image Build S2I

Deployment

HTTP

D % ‘ - Aj > OpenShift also provides the concept of S2I

(Source to Image) as a tool to provide
reproducible images

Traditional
Microservice Microservice Microservice Application

OpenShift ‘O

OPENSHIFT

» OpenShift extends Kubernetes with build
automation and a routing system, while
inheriting all the primitives from Kubernetes

Kubernetes

kubernetes
»> defines a set of building blocks

("primitives") providing mechanisms for
deploying, maintaining, and scaling
applications packaged inside containers

Container Host & API

HIE

®
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OpenShift Infrastructure Proposal — Topology | (on-premise)

Usage of separate OpenShift clusters in each DC, without need for quorum site. Global traffic
management for traffic routing to both clusters.

1 | 1 ! 1 1
' DC#1 | ' DC#2 ' | DC#Q (quorum site) !
1
: . = :
: ! o :
1 ! I ,t 1
1 i 1 1
1 : 1 : 1 1
| Lo Lo :
1 : 1 : 1 1
| - = :
| A b Q Lo :
1 E 1 1 a : 1 1
1
| 9 Lo Q9 Lo :
1 S | I 3 : 1 1
| N b N Lo :
S LS . :
| (] 1 1 (@] : 1 1
1 1 1 1 1 1
1 : 1 1 1 1

One OpenShift cluster is located solely in one data center. Miaster], I(nfral, Clompute)

e Master Nodes: co-located Master services and etcd Nodes, OCS (OCS Storage Node)
o  scaling: 3 masters

e Infra Nodes:
o scaling: min. 2 nodes; better 3 nodes

e Compute Nodes:
o scaling: min. 3 nodes
o  note: overall scaling depends on capacity requirements

e OpenShift Container Storage (OCS)
o min. 3 nodes (with limitations), best 4 nodes (or more depending on storage/load requirements)
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OpenShift Infrastructure Proposal — Topology |l (on-premise)

on-premise TARGET SOLUTION: A single OpenShift cluster is stretched across the two main
data centers and having selected nodes on a quorum site

DC #Q (quorum site)

o
(@]
=
=
o
(@]
=+
N

OCP Cluster

e Master Nodes: co-located Master services and etcd M(aster), I(nfra), C(ompute)
. . . . Nodes, OCS (OCS Storage
o  scaling: min. 3 masters - 1 per DC (incl. quorum site) Node)
o opt. 5 masters - 2 per DC and 1 on quorum site (2 per DC additionally lowers outage risks in case only single DC available)
e Infra Nodes:

o scaling: min. 2 nodes - 1 per DC
o  opt. 2x2 per DC for additional HA capabilities (in case only single DC available)
Compute Nodes: distributed across both data centers
o  scaling: min. 2 per DC
o note: overall scaling depends on capacity requirements
OpenShift Container Storage (OCS)
o min. 1 storage node per DC (or more depending on storage/load requirements) and 2 arbiter nodes in quorum site
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Infrastructure Live View — Dev&Test in Cloud (Instana View)

NODE VIEW: AWS node types: mb5a.4xlarge (16vCPU, 64 GB) + r5.4xlarge (16vCPU, 128 GB)
°

0 & Infrastructure

6h 55m - Jun 30
g © 09:00:00 - 15:55:00

Filters «

kubernetes-

&

.Co
' DR Y
ip-

-Ci
23 CRI-O Containers
1 Instana Agent
1 JVM
41 Spring Boot Apps

1 Instana Agent

Public




Openshift Anwendertreffen 2022 EG”“ e Deutsche Borse Group 1 8

Infrastructure Live View — Dev&Test in Cloud (Instana View)

Openshift Kubernetes Name Spaces: Container View -> Multiple C/7-SCS Clearing Versions in Test Spaces

& Infrastructure &2 O 09:00:00 - 15:55:00 ~

scs-trade-loader -sfr-rc30-repo-dev/scs-trade-loader-
cd84885b8-56h8n)

1 Spring Boot App

Amazon ECS task definition family
Cloud Foundry Application

Cloud Foundry Space

Docker Compose project name
Docker image

Host

Kubernetes namespace

Marathon application ID

Nomad task name

Zone

Container labels
o+

B=0Ho o ¢ -
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Application Tracing - Live View (Instana View)

. . W
long query with performance issues

1
C 1h - Aug 03 .
O S Analytics > e Calls \)@ 105740 - 11:37:40 ™ > Live

=) =, POST /trade/insert Trace D: flal194eadsssefl < \,O X
i Download \‘

( : :

Timeline Colorize by  Engfpoknt VSTV
>+ select tradingloc0_.tradin... DATAB/ X
(© started: 2021-08-03, 11:00:54 O
SOURCE O scs-mdm
477s
POST /trade/insert
POST /trade-gateway/t7/trades/insert Details & Stack Trace ~
. \ ./ > Type JDBC Call
Category database
\ I Statement
O SELECT tr\adingloc@_‘tr'ading_lccaticn_memher_m%ﬂ:ll“g
tradingloc®_.clearing_house_id as clearing
tradingloc®_.created_business_date as crea
tradingloc®_.is_soft_deleted as is_soft_4_
Service Endb . ¥ t tradingloc®_.last_update_by as last_updS_6

tradingloc®_.last_update_system_date_time
tradingloc®_.member_id as member_i9_66_,

e tradingloc®_.member_id_at_trading_location

Servic Endpoint Aggregated Time Erroneous Calls tradingloc® .trading location id as tradin

tradingloc®_.trading_location_member_mappi

FROM trading_location_member_mapping tradingloc@_ 1

A scs-middleware @ POST /trad:  4,771ms OUTER JOIN i;ading_lo;ation Eraggngfocl_ ongtradgng

WHERE tradinglocl_.trading_location_id=?
AND tradingloc@_.member_id_at_trading_locat

B O scs-trade-t7-gateway @ POST ftrad:  4,298ms AND tradingloc®_.is_soft_deleted=false
1 »
B O scs-trade-loader @ POST /trade  3,562ms
Connection
B O scs-common-services @ POST fservi  874ms _—
jdbc:edb://scs-edb- Lopy
002.dev.fra.aws.dbgcloud.io: 5444 /mdm
B O scs-mdm @ POST fservi 417ms
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Contact EC

Alexander Buschmann
IS-Lead Clearing IT ~™
Architects Office, Clearing and Risk IT ”

DEUTSCHE BORSE
GROUP

post office: Deutsche Borse AG, D-60485 Frankfurt am Main
phone (+49) 69 211 -0
email alexander.buschmann@deutsche-boerse.com

Disclaimer

® Deutsche Borse Group 2022

This ication s fori i ly. None of the inf tion in this icati i i advice and does not constitute an offer to sell or a solicitation of an offer to purchase any contract, share or other financial instrument This publication is not intended for
butonly for use as general inf ion. All ipti and calculati ined in this publication are for i only.
Ds che Borse AG, F pierbd (FWB®, the Frankfurt Stock Exchange), Eurex Frankfurt AG, Eurex Deutschland and Eurex Clearing AG do notrep thetthei ion in this publication is comprehensive, complete or accurate and exclude liability for any consequence resulting from

acting upon the contents of this or .nelhuwebpubhe-hon iinso far as no wilful violation of obligstions tock place or, as the case may be, no injury to life, health or body arises or claims resulting from the Product Liability Act are sffected

Securities traded on the Frankfurt Stock Exchange and Eurex derivatives (other than EURO STOXX 50® Index Futures contracts, EURO STOXX® S-cltd Dividend 30 Indox Futures contracts, STOXXG Eurcpe 50 Index Futures contracts, STOXX® Europe 800 Index Futures contracts, STOXX® Eurcpe
Large/Mid/Small 200 Index Futures contracts, EURO STOXX® Banks Sector Futures contracts, STOXX® Europe 600 Goods & Personal & d Goods/Travel & Leisure/Utilities Futures mntrlﬁs Dow Jones Global Titans 50 IndexSM Futures contracts,
DAX® Futures contracts, MDAX® Futures contracts, TecDAX® Futures contracts, SMIM® Futures contracts, SLI Swiss Leader Index® Futures contracts, RDXxt® USD - RDX Extended Index Futures Eurex i i Y property and interest rat ivatives) are y not
available for offer, sale or trading in the United States nor may they be offered, sold or traded by persons to whom US tax laws apply.

The fund shares listed in XTF Exchange Traded Funds® are admitted for trading on the Frankfurt Stock Exchange. Users of this information service who legally reside outside Germany are herewith advised thatsale of the fund shares listed in XTF Exchange Traded Funds may not be permitted in their
country of residence. The user makes use of the information at their own risk.

Legal validity of this disclaimer

In the eventthatindividualparts of or i ined in this text are not, or are no longer, legally valid (either in whole or in part), the content and validity of th inil f the d are not affected.
Trademarks
The following names and i i i of Deutsche Bérse AG or an affiliate of Deutsche Borse Group:

1585®. A7®:; BuxIi®; C7®; CDAX®; CEF@ CEF alpha®; CEF ulira®; CFF®; Classic All Share®; Clearstream®; CX®; D7®; DAX®; DAXglobal®; DAXplus®; DB1 Ventures®. DBIX Deutsche Borse India Index®, Deutsche Borse®; Deutsche Borse Capital Markets Partner®; Deutsche Borse Commedities®;
Deutsche Borse Venture Eigt DivDAX®; eb.rexad®: eb.rexX Jumbo Pfandbriefe®; ERS®; eTriParty®: Eurex®; Eurex Bonds®; Eurex Clearing Prisma®; Eurex Improve®; Eurex Repo®; Euro GC®; ExServes®; EXTF®; F7@; FDAX®: FWB®; GC Pooling®; GCPI®; GEX®;
Global Emission Markets Access — GEMA@ HDAX@ iNAV®; L-DAX®; L-MDAX®; L-SDAX®; L-TecDAX®; M7®; MDAX®; N7®; ODAX®; OkoDAX®.PROPRIS®; REX®; RX REIT Index®; Scale®; SCHATZ-FUTURE®; SDAX®; ShortDAX®; StatistiX®; T7®; TecDAX®: Technology All Share®; TRICE®;
USD GC Pooling®: VDAX®; VDAX-NEW®, Vestima®, Xareen®, Xemac®; Xentrio®, Xetra®; Xetra-Gold®; Xpect®, Xpider®, XTFE; XTF Exchange Traded Funds®; We make markets work®

The names and trademarks listed above do notrepresent a complete list and, as well as all other trademarks and protected rights mentioned in this p ion, are subject dly to the i trademark law in each case and are not permitted to be used without the express permission of the
registered owner. The simple fact that this publication mentions them does not imply that trademarks are not protected by the rights of third parties.

The STOXX® indices, the data included therein and the trademarks used in the index names are the intellectual property of STOXX Ltd., Zug, Switzerland and/or its licensors. Eurex' derivatives based on the STOXX indices are in no way sponsored, endorsed, sold or promoted by STOXX and its licensors
and neither STOXX ner its licenscrs shall have any liability with respect thereto.

STOXXISTUDIO® is aregistered trademark of STOXX Ltd., Zug, Switzerland.

TRADEGATE® is aregi of Ti AG

EEX® isa of

P Energy Exchange AG.

Flexible is better.® is a registered trademark of Axioma, Inc.
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