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RHCC is NOT OpenShift Service Catalog (yet?)

SUBSCRIPTIONS  DOWNLOADS  SUPPORT CASES o 2 @
OPENSHIFT ORIGIN @+ A& developer v
CUSTOMER

w redhat | coriat Products & Services  Tools Security  Community
fre = = o soancooos ] My Projects * Ceneprofect

Red Hat Container Catalog

SEARCH O Browse Catalog Deploy Image  Import YAML /JSON  Select from Project ot

Explore  GetStarted FAQ A Languages  Databases  Middleware  CI/CD  Other . .

Filter v | 76 Items Initial developer project

Getting Started
] / @» e ;
Amazon RDS - Apache HTTP Server CakePHP + MySQL Dancer + MySQL Django + PostgreSQL

PostgreSQL (APB) (httpd) (Persistent) (Persistent) (Persistent) A

A @ ©O (@) :

Etherpad (APB)  JBossA-MQ62(with  JBossAMQ6E3(no  JBossA-MQ63 (with  JBoss BPM Suite 6.4 Recently Viewed
intelligent process
server + A-MQ +

Enterprise-ready Containers

ed source for seaure, certitied, and up-to-date container image:

Recently Updated

RHMAP 4.3 MongoDB 3.2 # RHMAP 4.3 Millicore # RHMAP 4.3 MySQL 55 #

Provides an OpenShift Container Platform RHMAP Docker container that pror

MongoDB 3.2 container for RHI RHMAP Mi

nscl/mongodb-32-rhel7. Note: This is a protected repo and you need entitle 0 protected repo and you need entitiements to
protected repo and you need enti RHMAP SKU to access the images RHMAP SKU to access the im:

RHMAP SKU to access the images

a day age al aday age al L1se a day ago al L1s

O o o O JBossWebServer  MySQL(APE) OpenjoKs
31 Apache

Tomeat 7 (with

View Repository b View Repository

JBoss BPM Suite 6.4 JBoss BPM Suite 6.4 JBoss BPM Suite 6.4 JBoss BRMS 6.4 JBoss BRMS 6.4
intelligent process  intelligent process  intelligent process  decision server (with  decision server +
server +AMQ+  server+MySQL(with server + PostgresQL https) A-MQ (with https)

EXPLORE THE CATALOG

https://access.redhat.com/containers/ Part of OpenShift Container Platform
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The Customer Challenge

When we compared the customer challenge with where we were

It’s quick and easy to pull a Linux container
image from a public registry and get
started.

In fact, too easy. There can be an explosion
of different distributions, architectures,
performance and security characteristics
in different images.
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Questions we asked ourselves

e Do we provide sufficient guidance to search for a particular image?
e Do we provide sufficient data to evaluate an image based on different criteria?

e Do we provide sufficient information how to consume an image depending on
the container runtime or container management platform?

e Do we bring together existing, valuable assets and show them side-by-side with
their corresponding container images?

e Assuming that container images are static content bundles, how we can make
clear which image versions is affected by critical security vulnerabilities?
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Red Hat
Registry Stats

544 repositories
5,609 images
1+ TB storage

e Cross-team effort of 10 teams
across 4 organizations

o Design driven approach focusing
on end customer user experience

Red Hat Security
Statistics 2016

97 critical RHSA
286 important RHSA
100% fixed in <1d *

Red Hat Customer
Portal Stats 2016

° 13,100,00 visitors
2,400,000 searches
e 108,300,000 views

=

Container Health Index
Extensive Image Metadata
Image Documentation
Image Advisories

*100% of critical security flaws in RHEL have been fixed in less than one day: https://access.redhat.com/blogs/766093/posts/2957221
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Vision
Our vision is to help developers, architects, and IT operations realize the full potential of containers by
transforming the way container-based applications are built, delivered, and consumed

Use &

Explore & Evaluate & Consume &

Search Select Distribute

Maintain

Mission
Our mission is to provide customers and partners with the best experience when delivering and
consuming container-based applications. This includes the right information and guidance to make
intelligent decisions about which container images to consume
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RHCC Mission Statement - 3 Focus Areas

e Provide as much as possible relevant metadata
n e Focus on human readable and actionable metadata
e Provide an intuitive Ul supporting target use cases
2 User Experience e Focus on relevant user journeys (UX) and Ul design
e Support different target persona

e Focus on high value and existing USPs
(differentiate)
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RED HAT CONTAINER CATALOG

Joe | want to explore what’s inside the Red Hat Container Catalog

Architect | want to search for a product and see all images belonging to it

Explore &
Search

O

I‘m searching for a database container image Jane

I’m searching for Red Hat Enterprise Linux base image Developer
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Explore the Catalog:

Repository Activity inthe Last 30 Days

New (17) Updated (148) Most Popular (50)

use our explore page
::d;:ﬁz:ﬂ:cr;zl:;:h hawe recently :;;i:;wsnores\-mh arecent image Los? :\g:‘!:vst pulled repositories over the to b ro W S e m 0 St
Popular Products viewall procucts re | eva nt p rOd u Ct S

popu Iar Red H at Red Hat Enterprise Linux (53) Red Hat OpenShift Container JBoss Enterprise Application a n d i mag e Cateq o ries
a nd Ecosystem Platform (44) Platform (3)

products

JBoss Fuse (2) Red Hat Gluster Storage (2)

Popular Application Categories

Container Platform / Operating System (22) Mobile Application Development
Management (33) Platform (MADP) (20)
Programming Languages & Logging & Monitoring (15) Virtualization Platform (12)

i B such as database,
Base’ Bu”der and Image Architectures programming
Application Images lanqguage, logging

Application Image (46) Builder Image (13) Base Image (10)
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RED HAT CONTAINER CATALOG
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ude the

Jane

Developer

I’m looking for a base image, what are my options?

RHEL Image Atomic Image

he RHEL “platform” ter + Minimal footprint

Popular Application Categories

APPLICATION CATEGORY 10 of 10 Results

Container Platform / Operating System (22) Mobile Application Development

ating System (10 ) 7 -
Management (33) Platform (MADP) (20) . s and g to mate . Ifeccle.Here are some examples

Repository Name.
PRODUCT hel 4daysage

% Red Hat Enterprise Linux by 2eq ok, n
Y |
This platform image provi and mark tint
Programming Languages & Logging & Monitoring (15) Virtualization Platform (12) g e . dardizing ot
RELEASE CATEGORIES Linux 7
Runtimes (16)
et/
Red Hat Enterprise Linux 6.3 1

@ Generally Available 10) A1l Red Hat Enterprise Linux Base mage variants lied bel

IMAGE ARCHITECTURES THSplatiorn

Clearx Image Architectures

@ Base Image (0) 10081074

4daysage
o

Application Image (46) Builder Image (13) Base Image (10)

Red Hat Enterprise Linux v e it o

fes aminmal runtim
erprise Linux 7 and

buld, un and
t

use the Base Images or use Base Images . .
filter on search page tile on explore page to find our Red Hat base images
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JOG | want to see the key characteristics of an image.

Architect Is there documentation available around an image?

Evaluate &
Select

What are the environment variables defined inside the image? Jane

| would like to learn how this images has been built. Developer
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RHEL Atomic Base Image

by Red Hat, Inc. | in Product Red Hat Enterprise Linux

registry.access.redhat.com/rhel-atomic [ Updated 5 days ago ® 7.3-19 : Health Index A [

Overview Get this image Tech Details Documentation Tags

Description Most recent tag View All Tags »

The Red Hat Enterprise Linux 7 Atomic Base Image is designed to be afully supported foundation for your

custom developed applications which are built and updated rapidly, and don't require the extensive libraries or Updated 5 days ago
services in the operating system.This image is maintained by Red Hat and updated reqularly, following the latest 7.3-19

minor release cadence of Red Hat Enterprise Linux. It is designed for containerized applications that don't rely bl

on afull, traditional Linux userspace, but wish to maintain complete runtime compatibility with RHEL. When

ove r‘V|eW pag e used as the source for your containers, only one copy will ever be downloaded and cached in your production Health Index

environment.Use this @age]ust like you would areqular Red Hat Enterprise Linux distribution. Only a Al a d d itio n a I ta b S fo r
h t minimual set of tools are provided - components such as python, systemd, and yum are not included by
S OWS m 0 S default. Extra packages can be installed and updated with a simplifyed package manager called microdnf. CO n S u m pt i O n
relevant repository e :
guidance, further

and latest image At : :
VerSiOn dagta » Show Image Specifications teChnlcaI detalls,
Registry registry.access.redhat.com S u r ro u n d i n g

L Namespace/Repository rhel-atomic d OC u m e ntat i 0 n

w Hide Repository Specifications

Release Category Generally Available d t . d
Repository Size 1125 MB a n a g I n eX
Image Versions 4

Subscription Required No
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RED HAT CONTAINER CATALOG

JOG | want to learn more how to consume and use this image.

Architect Do | need a subscription or license to pull it?

Consume &
Distribute

O

| want to pull this image, what do | need to do? Jane

I’m using Red Hat Satellite 6, how can | sync the repository? Developer
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RHEL Atomic Base Image

by Red Hat, Inc. | in Product Red Hat Enterprise Linux
registry.access.redhat.com/rhel-atomic & Updated 11 days ago ® 7.3-15 : Freshness A i

Overview Get this image Tech Details Documentation Tags

Choose your platform: See Acquiring Red Hat Container Images for general information on acquiring images listed in the Red Hat

Container Catalog. Select "Choose your platform" for specific acquire paths.
Red Hat Satellite v

Satellite 6 supports two different ways to distribute container images to its managed hosts:
A. External Registries: You can configure external registries by navigating to Containers > Registries in the Web Ul of Satellite 6. Note that in this scenario Satellite

C o n S u m pt i 0 n 6 only triggers commands executed on the corresponding container host. This is a pass-by scenario because the image is neither pulled through Satellite 6 nor Co n S u m pt i o n

cached or stored inside Satellite 6. This also applies for the predefined external registry Docker Hub while creating a new container.
g u id a n C e fO r B. Local Content: Red Hat Satellite allows you to import / synchronize images from local and external registries. Satellite itself can act as an image registry for hosts.

However, hosts cannot push changes back to the registry. d eta I I S
d iffe re nt In this document we describe how to use Satellite 6 to synchronize external image repositories (local content, scenario B). i n C I u d i n g C O pya b I e

container — command
r u n t i m e e n V,S Before container images can be synchronized into Satellite 6 the following prerequisites have to be met: I i n e S

and regqistries

°

Red Hat Satellite 6 has been installed following the Satellite 6 Install Guide
Subscription Manifest created and uploaded to Satellite 6 to access content
For CLI Users only: hammer CLI installed and configured

°

°

Creating a Custom Product
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Jenkins 2 ¢

by Red Hat, Inc. | in Product Red Hat OpenShift Container Platform

registry.access.redhat.com/openshift3/jenkins-2-rhel7 [E Updated 5 days ago ® v3.6.173.0.21-17 ¢": Health Index A i

Overview Get this image Tech Details Documentation Tags
Description Most recent tag View All Tags » .
Image Sign
Jenkins is an open source automation server written in Java. Jenkins helps automating the non-human
part of the whole software development process, with now common things like Continuous Integration, Updated 5 days ago inform atior
l;ut b(;/ furtther empuwermgjteams toln:pler:ent the technical part of a Continuous Delivery. It is a server- ® v3.6.173.0.21-17 .
ased system running in a Java servlet container.
y g verify GPG
Application Categories co n/ Ma Health Index S i g n at ures
This image has been signed with
Registry registry.access.redhat.com Red Hat's GPG key:
199E2F91FD431D51
Namespace/Repository openshift3/jenkins-2-rhel7
Release Category Generally Available ¢ Signed 0 Hnprivileged
Repository Size 3.1GB

Image Versions 1 » Show Image Specifications
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Jenkins 2) # Signed
i\\) 232-15 A Updated image available
by Red Hat, Inc. | in Product Red Hat OpensShift Container Platform

registry. access. redhat. com/openshift3/jenkins-2-rhel7 &

DATE PUSHED IMAGE ADVISORY SIZE DOCKER IMAGE D
2 months ago # RHBA-2017:1830 2912 MB e637a4bfe7df
Security Change Summary Package List Dockerfile

A Dockerfile Preview This d

ernal build system changes o

1. FROM rhel7:7.3-released DOCkerfile Content
: Jenkins image for OpenShift to u n de rSta nd hOW

# This image provides a Jenkins server, primarily intended for integration with

:Openshi.ft v3. We bUiIt the image

# Volumes:

2 * [var/ jenkins_home

# Environment:

# * $IENKINS_PASSWORD - Password for the Jenkins 'admin' user.

MAINTAINER Ben Parees ~bparees@redhat.com-

ENY JENKINS_VERSION=2.32 \
HOME=/var/1ib/ jenkins \
JENKINS_HOME=/var/1ib/ jenkins \
JENKINS_UC=https://updates. jenkins-ci.org

LABEL io.k8s.description="Jenkins is a continuous integration server" \
1o0.k8s. display-name="1Jenkins 2.32" \
1o.openshift. tags="jenkins, jenkins2, ci" \
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Questions we asked ourselves

e How customers know which images are outdated?

e How can complex security information simplified in a way that even
non-security experts can easily understand if the image health is good or bad?

e How do customers know which updates are available
(both content (pet container use case) and image level)?

e How customers can verify that we are updating our images
on a reqgular basis and in case of relevant (security) events?

e How can provide all relevant information around an update including the
Red Hat advisory, content diff, timestamps and other relevant data?
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images are static security issues

Red Hat content bundles emerge frequently Red Hat Security
Registry Stats

Statistics

544 repositories 3672 advisories

5,609 images
1.594,682 RPMs

5075 unique CVEs
2016: 97 crit RHSA

health index indicators
age of the image unapplied updates

CUSTOMER

« rednat | foirit

Developed as a cross-team effort . Leveraging Red Hat security data
. . . Red Hat Container Catalog . . .
leveraging Red Hat’s Security expertise — (advisories) for RPMs and images

Health Index

Single item status (grade A-F) as an
aggregated indicator of container health

Actionable scan results (RPM, Image)
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RED HAT CONTAINER CATALOG

O Carl

Security | want to see an actionable result for applicable security updates

| want to see which updates are applicable to an image used by us

Use &
Maintain

O

| want to get a list of all images associated with an advisory ID Jane

| want to see an aggregated and simple freshness description Developer
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Jenkins 2) # Signed
\> 2.32-15 A Updated image available

by Red Hat, Inc. | in Product Red Hat OpenShift Container Platform

registry. access. redhat. com/openshift3/jenkins-2-rhel7 &

DATE PUSHED IMAGE ADVISORY SIZE DOCKER IMAGE ID
2 months ago # RHBA-2017:1830 2912 MB e637a4bfe7df
Security Change Summary Package List Dockerfile

Previous Tag Comparison Chanqe Summary
includes Container

CURRENT TAG DATE PUSHED HEALTH INDEX PACKAGE CHANGES
® 23215 2 months ago ] 22 upgraded H ea Ith I n d eX
PREVIOUS TAG DATE PUSHED HEALTH INDEX

® 23213 2 months ago before / after

Detailed Package Changes

UPGRADED (22) | DOWNGRADED(0) | ADDED(0) | REMOVED{0) Detailed LiSt Of
Saiss Package Changes

Upgraded systemd-219-30.e7_3.9.x86_64
Upgraded python-dmidecode-310.13-12.el7_3.x86_64

Upgraded ca-certificates-2017.214-70.1 el7_3.noarch



What we’ve done

e Defined high level goals based on Google’s OKR model

e Reviewing the existing RH security metadata model (advisories, OVAL, etc.)
e Defined and verified customer journeys and priorities

e Investigated existing tooling (scanners) compared with our needs

e Developed to Container Health Index backend (CVE Engine) and algorithm
e Putinitial measurement / reporting in place for all our content

e Initiated several improvements inside our own image factory (auto rebuilds)

e Finally released the Container Health Index at Red Hat Summit ‘17 (PR)
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CUSTOMERS PARTNERS DEVELOPERS OPEN SOURCE

r

Nices & support Success stories About Red Hat

e redhat Technologies

INVESTOR RELATIONS

Press releases

Red Hat Sets New Standard for Trusted, Enterprise-
Grade Containers with Industry’s First Container Health

Index

MAY 02,2017
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Platform for building and running Node.js 4 applications

by Red Hat, Inc. | in Product Red Hat Enterprise Linux

registry.access.redhat.com/rhscl/nodejs-4-rhel7 @ Updated 4 daysago ® 4-11.16 :Health Index A [

Overview Get thisimage Tech Details Documentation Tags

4114 ® 4115 ® 4116 Contalner Health

© RHBA-2017:0404 (@ RHBA-2017:0975 @ RHBA-2017:112 n I
Index history
o 1
E |
F 1
. . Mar 2017 Apr 2017
list of all image
Ve rS I O n S I n S I d e Tag Name Date Pushed Image Advisory @ Health Index @ Docker Image ID
this repOSitO ry 4106 5 4 % latest 4 daysago i RHBA-2017:1127 & Al 9e8704¢70637
4-1115 16 days ago ¥ RHBA-2017:0975 & 79b2e96829¢0 key VerS|on
4-11.14 2 months ago ¥ RHBA-2017:0404 & bf9f9320b3d2 attrl bUteS

4-11.13 3 months ago i RHBA-2017:0174 & 6a532adbfabf
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RED HAT CONTAINER CATALOG

Carl What is the associated risk with the content inside the image?
Security

Q)

warning if

Package List Dockerfile

Container Health

non-current Index based on
image version gt et s - -
T applicable security
Health Index © o ) _ updates and its age
5 B 7 is image is affected by Critical (no older than 30 days) or Important (no older than 90 days) security updates.
6 security vulnerabilities affecting 7 packages @ Unprivileged Image
e ciitioal i - Thisimage does not require elevated capabilities. . .
vulnerabilities by AT privilege
advisory severity @ Moderate requirements
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RED HAT CONTAINER CATALOG

Carl

How can | get rid of those vulnerabilities ?
Security

Affected Packages
7 of 528 packages have security-related updates

Impact Affected Package RPM Advisory Fixed in Image

Q© Critical C 7-546 nss-util-3.21.3-1.1.el7_ RHSA-2017:1100 & ¥ 4-1116

Q Critical ) 4 RHSA-2017:1100 & ® 4-1116

J Important

Red Hat CVE ID content advisory newer image version
advisory severity which contains fix which contains fix
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|ldeas of Adding RHCC Features to OpenShift

e Search & explore experience part of OpenShift service catalog
e (Container Health Index integration (scanning)

e Multi-content type and dependency information

e Detailed update information (RHCC Errata++ feature)

e Documentation assets incl. custom doc’s

e Update notifications and event triggers (rebuild automation)

e RHCC and OpenShift used simultaneously (play store analogy)
e Metadata exposure and sync (Grafeas)

e Interaction with RH web applications (kbase, support cases, etc.)
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How you can help / contribute

e File customer support tickets asking for getting RHCC UX into OpenShift
e Soon: customer survey asking for use cases and their importance

o Ifyou’re interested please fill out the pre-survey at (link to real survey)

http://people.redhat.com/dherrman/rhcc.html

e Latertoday: workshop and survey around content governance & security

(includes content mgt, metadata, signing, scanning and other topics)
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Why we’re doing a survey?

e |[t’s all about you - your use cases, requirements and priorities

e Security is a broad and complex topics with nearly unlimited options
o We would like to focus on what really matters to you

e Many customers are asking us for guidance
o Inorder to provide quidance it’s important to understand the use case

e The “why - what - how” paradigm
o Survey helps us to understand the “why” and the “what” to focus on “how”
o it ensures that our “how” addresses your “why” and “what”

e We’ve done plenty of surveys and feedback sessions around RHCC

e Survey is the first step, further follow-up sessions planned (workshops)

30 Red Hat Container Catalog and Container Health Index Dirk Herrmann, Product Manager OpenShift R redhat,



Security Survey Structure

Survey Focus on Content Mgt, Signing and Scanning

Content -
Source Content Content Signing Policy
Ingress Lifecycle Management
Content Evaluation
Source Criteria
Content Security Policy How are signatures used?
Content Governance Ownership Policy Mgt using signatures?
Source
Regulations /
Compliance
Scanning Vulnerability
Management
. . Who is responsible for what? How are vulnerabilities found?
How Software is found and enters your environment .
Content Flow Dev -> Prod How do you act on it?

http://people.redhat.com/dherrman/sec.html
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