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What we have learned while deploying our first
application
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* What did we deploy?

°* How does the deploymentlook like using Docker Compose / Swarm?
* How did we move from Docker to OpenShift?

* What were the main challengesand how did we deal with them?



IT-Power Services LPS
Bridging the gap between operations and applications

* Operationsexperts

* Power-house with high expertise
IBM iand Linux systems Operations

° Private cloud provider with
multiple data centres in Austria

* Services around public cloud
* DataScience and Software
Engineering
* DevOps/ MLOps Sciance
* CI/CD pipelines
* Docker, Podman, OpenShift




® Background



Background: manage an online event

* Manage invitationsand
participants
° Including email templates

48 minutes

* Createavirtual"stage”
* Show video and Q&A side by side




Demo: online event application
Landing page

* The landing page lists past, current and upcoming events
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Data Science Events

Zukinftige Events

OpenShift User Group
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Mochten Sie mehr wissen? Dann sollten wir einander kennenlernen!
Schreiben Sie uns - denn auch Ihre | T hat die beste Batreuung verdient!



Demo: online event application
Registration form
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Demo: online event application
Django admin area

* Django offers an admin page
* Manage event details
° Manage registrations
* Send mails




Demo: online event application
Mailer: create and send emails

°* HTML emailtemplates
* Customisationviaadmin page
* Distributionviaadmin page

* Unsubscribeactionvia
embeddedlink

IT

Science

SCIENCE @ Do, 25.03.2021

Start small, grow smart:

Mit IT-PS und Red Hat ins Data-Science-Zeitalter

Vielen Dank fiir Ihre Registrierung zu unserem Event!

Wie angekiindigt senden wir Ihnen hiermit lhren persdnlichen Zugang zum
IT-PS Data Science Talk.

Der Videostream ist unter diesem Link erreichbar.
Bitte loggen Sie sich am 25.03. zwischen 13:45 und 14:00 ein. Passwort benétigen
Sie keines.

Auf der Streamingseite ist ein interaktives Element eingebettet, in dem Sie
jederzeit Fragen an die Vortragenden eintragen kénnen. Die Fragen sind fiir das
ganze Publikum sichtbar und werden in einem eigenen Programmpunkt diskutiert.
Sie kdnnen auch Fragen anderer Teilnehmer positiv bewerten, wenn Sie diese
besonders interessant finden. Uber den obigen Link wird das Namensfeld im
interaktiven Element gleich mit dem Vor- und Nachnamen aus lhrer Registrierung
als Vorschlag ausgefiillt. Wenn Sie nicht méchten, dass ihr Name weitergeleitet
wird, verwenden Sie bitte diesen Link.

Bei Fragen kontaktieren Sie uns bitte unter ds-talk@it-ps.at.

Wir freuen uns auf einen spannenden Nachmittag

IT-Power Services GmbH - ModecenterstraBe 14, 3.0G, Top B2 - 1030 Wien
Wenn Sie keine Informationen per E-Mail erhalten mdchten, schicken Sie bitte
eine E-Mail an ds-talk@it-ps.at . Wir Idschen Ihre Daten dann aus unserem Verteiler.
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Demo: online event application LPS

* The "watch page"is available for
registeredusersonly

* Embeds

°* YouTube/ Vimeo iframe
* Slido O&A
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o
Tech stack: high level overview I
Django application with PosgreSQL database behind Nginx

O

* Django dJ ng
* Python based web framework a o
* Model-template-view pattern

* PosgreSQL DB

* Stores all relevant information for event
* Managed by Django

* Nginx m

* Webserver NGiNX

* UWSGI

* Web Server Gateway Interface WSGI

* Link between webserver and python
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Containerisation and Orchestration
Docker Compose / Swarm

* 4 Services
* Application init
* Postgres

* Eventman (Python Django
Application)

* Nginx
* 1 Network

°* Some servicesexpose portson
the host

* Some servicesread/ write data
on disk

12



The deployment in OpenShift
Topology view from OpenShift

* 5 deployments

* |nit deployment
* Should have been a pod
° See details later

* NGINX exposesservicevia
route
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Uata Science

® Moving from Docker to OpenShift
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Kompose
Moving from yml to yml

* Komposeisatoolto helpusers
who are familiar with docker-
compose move to Kubernetes

* OpenShift can be selected as
provider

* Providesa great starting point
to generateyml for
all components

Basic usage:

Kompose convert \
--out=path/to/out/dir \

--provider=openshift \
-f=docker-compose.yml
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Single service example
Code samples

0 gk 1

* All code samples can be found

<5 Code Pul requests Acsons Projects Wi Securty rsights

in our GitHub S

This branch is even with clemens zaschnarman.

About &

* https://github.com/it-power- =

README md Joctate

services/docker-to-openshift - =

docker-to-openshift Languages
This repository provides a ullity wrapper script lor the kompose toal and examples of Docker Compase YAML files and Shol —
e cortespanding OpenS fles, The aim is o maks the transiion fram Dacker to OpenShif easier + pynen

convert.sh
The basic usege would be:
Usage: convert.sh [OPTIONS]

Options: ¢ Palh o laok for Docker Compase | Swarm YAML liss -0 Pah fo save OpenShift YAML files to, Defaul is
Jopanshift -h Show usage

flask example

The example in r1ask comes from awesame-compose. The Dx
Buidah (the buid tool of podman and OpanShift}

riile is modified skghily to ensure it ean be build by

The yand files in opensnirc have been generated using the convert.sh script

seonvart sn -¢

The dackar compose version can be used wilh the command

“This will trigges the image buikd and start the flask container that retums ka1l Worla! onport so0a

In OpenShift, the application can ba deployed using oc agply using the fles from this repo:

oc apply -f / sserconter
or



https://github.com/it-power-services/docker-to-openshift

O
Single service example LPS
Python Flask API

* Docker Composeincludes
instructionsto
* Create a service called "web"
° Image is built from "app" context
* Exposes port 5000

°* The Flask APl exposesone | . app
Endpoint that returnsthe string
"Hello World!"

- '5000:5000°
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Single service example
Python Flask API

* Kompose translatesthat to
* Build config
° Imagestream
* Deployment config
° Service

° |f you want to expose the
service outside the cluster this
has to be configured manually
by creatinga route

* The applicationcan be deployed
usingoc apply
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Single service example
Python Flask API

* The topology of the application
Isvery simple

°* The examplereturnsthe
expected"Hello World!" string

o @ @D M =
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Disadvantages of using Kompose

* K8s or minikube required

* Translationis tricky, especially
when conceptsdont map 1:1

: vl
: ImageStream

: null

* Kubernetesnot opinionated,
many ways to do one thing A fatse

* Docker Composefiles haveto i Dockerinage
be very explicit roticyt g}

8.0.19

° e.g.restart policy determines type

* The way image streamsare
createdleadstounresolved
Images

: vl

: ImageStream

: null

: db
: db

. false

: null

: DockerImage
: mysql:8:0:19
: null

: {2
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Using the OpenShift GUI 2
A very good starting point

* Many options
* Deploy animage from a reqgistry
* Import repo, build and deploy

[ J Add

Select away to create an application, compenent or service from one of the options.

Project: anwendertreffen v Application: all pplications =

Quick Starts : = 0 g

Setting up Serverless

Samples From Git Container Image From Dackerfile
ling the Pipelir
g started with a sample Create an application from a code Impeort code from your Git Deploy an existing image frem an Import your Dockerfile from your
sample repository to be built and mage registry or image stream Git repository ta be built and
deployed tag deployed

See all Quick Starts

I - HELM
L — , A
L—J -—
YAML From Catalog Database Operator Backed Helm Chart
Create resources from their YAML Browse the catalog to discover, Browse the catalog to discover Browse the catalog to discover Browse the catalog to discover
or JSON definitions deploy and connect to services database services ta add to your and deploy operator managed and install Helm Charts
application services
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Using the OpenShift

Import from Git

* Select therepourl
* Specify the build context
* Select abuild image

Import from Git

Git
Git Repo URL *

https://github.com/it-power-services/docker-to-openshift/

Validated

v Hide Advanced Git Options

Git Reference

Optional branch, tag, er commit.

Context Dir

flask/app

Optional subdirectory for the application source code, used as a context directory for build.

Source Secret

Select Secret Name

Secret with credentials for pulling your source code.
Builder
Builder Image

Unable to detect the builder image.

Create Cancel
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Using the OpenShift GUI

Import from Git

°* Provide namesfor the
application

* Choose deployment of
deployment config

* Optionally create routeto
service

Sample repository: https://github.com/sclorg/django-ex.git &

General

Application Name

flask

A unigue name given to the application grouping to label your resources.

Name *

flask

A unigue name given to the component that will be used to name associated resources.

Resources
Select the resource type to generate

O Deployment

apps/Deployment

A Deployment enables declarative updates for Pods and ReplicaSets

® Deployment Config

apps.openshift.io/DeploymentCaonfig

A Deployment Config defines the template for a pod and manages deploying new images or configuration changes.

Advanced Options

Create a route to the application
Exposes your application at a public URL

Click on the names to access advanced options for Routing, Health Checks, Build Configuration, Deployment, Scaling, Resource Limits and Labels
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Using the OpenShift GUI
Resulting topology

* Resultsare similar

* But: serviceand route needed

to be configuredto change the
port from 8080 to 5000

4

& O
flask

A flask
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Using the OpenShift GUI

Advantages

* Easierto get familiar with
concepts

* Easierto getoverview of where
things go wrong

* Many obstacles more ironed out
° e.g.insecure registries

Disadvantages
* Hardtoreproduce



|'Q°

Uata Science

©® Challenges and possible solutions
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O
Challenges in the process LPS

In Docker: Services and containers(tasks)
In OpenShift more conceptsand theydon't map 1:1to Docker concepts

Gettingthe head around not straight forward

Tools like kompose or the OpenShift GUl can help to get familiar with
them



Challenges in the process LIPS
Image build using Buildah

L . ° python:3.7-alpine : python:3.7-alpine
* Imagesin OpenShift are built
/app mkdir -p /app
. . requirements.txt /app /app
pip3 install -r requirements. --no-cache-dir requirements. /app
u SI n g B u I | d a h . /app pip3 install requirements.txt --no-cache-dir

/app
["python3"]

* Not all Dockerfilescan be built

STEP 1: FROM python:3.7-alpine
EXPOSE 880
cache @ ac68f42f2ea9562dd95fba3de949a339679240b935fa15cdod8af9a374af

* Podmanbuild can help to debug &=

Using cache e7cd957407c069f09d9569b1346a30fd0f8c76c7328c34f306cdcf956b7234
24e7cd95740
STEP 4: COPY requirements.txt /app

L]
t h e b u I | d p rO C e S S | O Ca I |y > Using cache d833dcdcb7e7709c7e721ef26a95498eccdc@52c1c66fd36easdl3ae2cob274a
> ds

EP 5: RUN pip3 install -r requirements.txt --no-cache-dir
error running container: error creating container for [/bin/sh -c p install -r requirements.txt --no-cache-dir]: chdir: Not a directory
: exit status 1
Error: error building at STEP "RUN pip3 install -r requirements.txt --no-cache-dir": error while running runtime: exit status 1
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O
Challenges in the process LPS

In Docker, usually everythingis run as root

In entrypointsof DB containers, often there isa chown of the data
directory
The OpenShift user will not have permissionsto do so

Solution: with PostgreSQL, specify env variable PGDATA to not point
to/var/lib/postgresqgl/data

Using official OpenShift imagesis the better option



O
Challenges in the process LPS

Ports below 1024 are privileged ports

Many Dockerimages(e.g. wordpress, apache, nginx)use port 80 by
default

Since the containeris runningwith the OpenShift user, this will lead to
a permissiondenied error

Adaptingthe image/ configis necessaryto runthem

Using official OpenShiftimagesis the better option



O
Challenges in the process LPS

5 ways of serving a certificate to clients

Re-encrypt: ingress serves certificate and re-encrypts traffic to pod
Edge: ingress serves certificate but does not re-encrypt
Passthrough: traffic is passed to pod which handles certificates

Our NGINX deployment handles letsencrypt certificatesautomatically
Requirement: make /admin page accessible only via VPN

Problem: x-forwarded-forheaders do not get passed on to nodes,
nginx sees |IP of ingress controller

Workaround: edge terminationwithout automatic certificate renewal



Challenges in the process
TLS termination and SSL certificates

x-forwarded-for headers lost when changing

* My question on stackoverflowis S hifrate fofm Mg s

still not fully answered

* https://stackoverflow.com/que :
stions/66473285/x-forwarded-
for-headers-lost-when-
changing-openshift-route-
from-http-to-https

Asked 3 months ago Active 3 months ago Viewed 241 times

In Openshift 4.6, | have deployed an app that exposes an nginx

see an IP in the nginx logs for the field $http_x_forwarded_for . Whenever | switch to https, the

$http_x_forwarded_for header is missing ( - ).

The route config for http :

spec:
host: <my.host.com>
to:
kind: Service
name: my-nginx
weight: 100
port:
targetPort: 80-tcp
wildcardPolicy: None

The route config for https :

spec:
host: <my.host.com>
to:

kind: Service
name: my-nginx
weight: 100

port:

targetPort: 443-tcp

tls:

Is there a way | can preserve the http headers for https requests?

service. When using http, | can

|'Q°
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https://stackoverflow.com/questions/66473285/x-forwarded-for-headers-lost-when-changing-openshift-route-from-http-to-https

o
Summary LPS

* Getting started can feel
overwhelming

°* There are tools that make the
transitioneasier

* Using the GUI first and trying
the same at the CL|
afterwardsisagoodway to
learn

* Creatinga minimal,
reproducible example helps
toironout bugs
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https://stackoverflow.com/help/minimal-reproducible-example

® www.it-ps.at

Clemens Zauchner

Senior Data Scientist

+43 660 92 77 981
clemens.zauchner@it-ps.at

IT-Power Services GmbH
ModecenterstraBe 14, 1030 Wien
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