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Level of open source community engagement worldwide in 2021, by company
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In order to run Kubernetes, what are the top three challenges that have been the most
difficult for your organization to overcome?

® Top3 @ Ranked number 1 Ranked number2 @ Ranked number 3
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How would you rate the importance of the following Kubernetes security capabilities?

Runtime threat

anning/vulnerability management ¢

Configuration mar

® Musthave @ Nice to have Not important

Sources Additional Information:
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kubectl create -f app.yaml

LNamespace

LDeployment (replicas=5)
LService N
// \\

\/, N

% \

Namespace




OCP Worker Node OCP Worker Node OCP Worker Node
On bare metal on VMWare VM on CP Instance

Physical server Physical server Public Cloud Provider




Forms of Isolation

VTx, Linux namespaces, Intel S6X, AMD
Seccomp, SE-Linux, ... SEV, and IBM PEF
Virtualization: Hypervisor + Trusted Execution
Container-based Environments

Workload from Workload Host From Workload Workload f(om Host
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FROM quay.io/../rhel-coreos-8

ADD configure—firewall-playbook.yml .

RUN rpm-ostree install firewalld ansible & \
ansible-playbook -vvv configure-firewall-playbook.yml && \
rpm -e ansible && \

rpm-ostree cleanup -m & \

ostree container commit

podman build -t custom-rhcos —f ./Dockerfile
podman push custom-rhcos registry.example.com/custom-coreos/custom-rhcos

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: worker

name: 99-override-osimageurl-external-image
spec:

osImageURL: "registry.example.com/custom-rhel-coreos/custom-rhcos@<digest>"



Branches of Innovation: Secure Supply Chain
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Where is the majority of your Kubernetes spend?

Memory Storage Othe Networking

Source Additional Information:
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& RedHat

Device Edge

MicroShift

k8s workload k8s operators VMs

Kubernetes cluster services
Networking | Ingress | Storage | Helm
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Br'anches of Innovation: Kepler‘ Red Hat Donates Kepler Tool for Tracking
Power Usage to CNCF - Container Journal

88 monitoring / Kepler Exporter Dashboard @ < e B @ O LlstSminutes ~ @ 0 s=v @
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20220415 14:34:20 openshift-storage R oo
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